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Data Protection Impact Assessment
Template and working framework under Article 35 UK GDPR. Bratby Law.
How to use this template
This is a general-form Data Protection Impact Assessment framework for processing that meets the Article 35 threshold. Complete each section for your own processing. Replace every bracketed prompt with your facts. This template is a working tool, not legal advice; a DPIA on higher-risk processing should be reviewed by a data protection lawyer. Prepared by Bratby Law (SRA 801942). Contact rob@bratby.law.
Section 1: Threshold assessment
Record whether a DPIA is required. Under Article 35(1) UK GDPR a DPIA is required where processing is likely to result in a high risk to individuals. Article 35(3) lists three mandatory triggers; the ICO screening checklist and the EDPB nine criteria (WP248 rev.01, affirmed by EDPB Guidelines 3/2024) identify further high-risk indicators.
	Trigger
	Applies? (Yes/No)
	Note

	Systematic and extensive automated evaluation, profiling or automated decision-making with legal or similarly significant effect (Art 35(3)(a))
	[ ]
	[note]

	Large-scale processing of special category or criminal offence data (Art 35(3)(b))
	[ ]
	[note]

	Systematic monitoring of a publicly accessible area on a large scale (Art 35(3)(c))
	[ ]
	[note]

	Use of new or novel technology
	[ ]
	[note]

	Matching or combining datasets
	[ ]
	[note]

	Processing of data concerning vulnerable individuals, including children
	[ ]
	[note]

	Denial of a service or opportunity based on the processing
	[ ]
	[note]

	Large-scale processing (assess by number of subjects, volume, geography, duration, context; no fixed number)
	[ ]
	[note]

	Processing that prevents individuals exercising a right or using a service
	[ ]
	[note]


Threshold conclusion: [State whether the threshold is met and on which ground(s). If met, a DPIA is mandatory; complete Sections 2 to 9. If not met, record the analysis and review if the processing scope changes.]
Section 2: Description of the processing (Article 35(7)(a))
Set out the nature, scope, context and purposes of the processing.
	Element
	Description

	Purpose(s) of the processing
	[why the processing is carried out]

	Nature of the processing
	[how data is collected, used, stored, deleted; the data flows]

	Categories of personal data
	[ordinary personal data; special category data (Art 9); criminal offence data (Art 10)]

	Categories of data subjects
	[customers, employees, children, vulnerable individuals, etc.]

	Volume and scale
	[number of individuals; volume of records; geography; duration]

	Recipients and processors
	[who receives the data; processors engaged; Art 28 terms in place]

	Retention period
	[how long each category is kept and the basis]

	International transfers
	[destinations; transfer mechanism under Arts 44 to 49; transfer risk assessment]

	Lawful basis (Art 6) and, for special category data, the Art 9 condition
	[basis and condition]


Section 3: Necessity and proportionality (Article 35(7)(b))
Assess whether the processing is a necessary and proportionate means of achieving the purpose.
	Test
	Assessment

	Necessity
	[Is the processing necessary for the purpose? Apply the ICO reasonable-means test for UK-only processing, or the stricter CJEU necessity standard where EU GDPR applies. Could a less intrusive means achieve the same purpose?]

	Lawful basis and, where relevant, Art 9/10 condition
	[confirm the basis is correctly identified and documented]

	Purpose limitation
	[the data is used only for the stated purpose(s)]

	Data minimisation
	[only the data needed for the purpose is processed]

	Accuracy
	[measures to keep data accurate and up to date]

	Storage limitation
	[retention is no longer than necessary; deletion is automated where possible]

	Data subject rights
	[how access, rectification, erasure, restriction, portability and objection are supported]

	Transparency
	[how individuals are informed (Arts 13 to 14)]

	Processor arrangements
	[Art 28 contracts; sub-processor controls; audit rights]

	International transfer safeguards
	[the mechanism relied on and any supplementary measures]


Section 4: Consultation
Record any consultation with data subjects or their representatives, the DPO, processors, or other stakeholders, and how their views were taken into account. Where consultation was not carried out, record why.
[Consultation record]
Section 5: Risk register and 5x5 scoring
Score each risk to individuals before mitigation (inherent) and after mitigation (residual). The score is Likelihood multiplied by Severity, on a scale of 1 to 5 each, giving a score from 1 to 25. Severity is assessed from the individual's perspective, not the organisation's.
Likelihood scale
	Score
	Meaning

	1 Remote
	No realistic pathway to the harm given current safeguards.

	2 Unlikely
	The harm needs a combination of individually unlikely factors.

	3 Possible
	A credible pathway exists; occurrence cannot be dismissed.

	4 Likely
	More likely than not to occur during the processing lifecycle.

	5 Near certain
	Expected to occur, or already occurring, absent mitigation.


Severity scale
	Score
	Meaning

	1 Negligible
	Minimal inconvenience, no lasting effect.

	2 Minor
	Temporary distress or inconvenience, no lasting consequence.

	3 Moderate
	Real difficulty: financial loss or reputational harm that takes effort to recover from.

	4 Severe
	Significant, lasting harm: substantial financial loss, serious reputational damage, discrimination, health harm.

	5 Critical
	Irreversible, fundamental harm: physical or serious psychological harm, identity theft at scale, exclusion from key services, harm to vulnerable individuals.


Risk bands
	Score
	Band and treatment

	1 to 5
	Low. Acceptable; document the rationale.

	6 to 11
	Medium. Monitor; apply standard controls; consider further measures.

	12 to 14
	High-medium. Active management; apply additional measures; review residual score.

	15 to 24
	High. Additional measures required; if the residual score stays at 15 or above, explain why processing proceeds and consider Article 36.

	25
	Critical. Article 36 prior consultation with the ICO is required before processing.


Risk register
	Risk to individuals
	Inherent likelihood (1-5)
	Inherent severity (1-5)
	Inherent score
	Mitigating measures
	Residual likelihood
	Residual severity
	Residual score

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]


Section 6: Mitigating measures (Article 35(7)(d))
For each risk, record the measures that reduce likelihood or severity, their owner, and their effect on the score. Measures may be technical (pseudonymisation, encryption, access controls), organisational (policies, training, audit), contractual (processor terms, audit rights) or procedural (minimisation by design, automated retention, breach response). Note that pseudonymisation reduces the likelihood of harm but not its severity if re-identification occurs; score accordingly.
[Measures, cross-referenced to the risk register]
Section 7: Residual risk and outcome
State the overall residual risk after mitigation and whether it is acceptable. Where any residual risk scores 15 or above, explain why the processing proceeds or identify further mitigations.
[Outcome]
Section 8: Article 36 prior consultation
Article 36 prior consultation is sequential: it follows the DPIA and is triggered where the DPIA shows that the processing would result in a high risk absent measures to mitigate it. Record the analysis even where consultation is not required; the conclusion that it is not required must be reasoned. Where consultation is required, do not commence the processing until the ICO has been consulted; the submission must be accompanied by the completed DPIA.
[Article 36 analysis and conclusion]
Section 9: DPO advice, sign-off and review
	Item
	Record

	DPO advice (where a DPO is appointed)
	[advice and whether followed; if not, reasons]

	Measures approved
	[list]

	Residual risk accepted by
	[name, role, date]

	Review date
	[date or trigger for review]
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